PITC

BIDS AND AWARDS COMMITTEE |

SUPPLEMENTAL BID BULLETIN NO. 1

PROCUREMENT OF CORE INFRASTRUCTURE DEVELOPMENT AND OPERATION
(CIDOS) SERVICE FOR THE DEPARTMENT OF INFORMATION
AND COMMUNICATIONS TECHNOLOGY (DICT)

Bid Reference No. GPG-B1-2018-045

Approved Budget for the Contract: R 220,000,000.00

This Supplemental/Bid Bulletin No. 1 is being issued to extend the Submission and Opening of
Bids and further clarify, modify and amend provisions in the Bidding Documents.

A. NEW BIDDING SCHEDULE

FROM

TO

Date and Time of Bid Submission & Opening:
17 October 2018, 1:00 PM

Date and Time of Bid Submission & Opening
23 October 2018, 1:00 PM

QUERIES FROM BIDDERS:

Please be advised that the last day for
submission of queries to the PITC BAC | will only
be up to:

12 October 2018, 4:00 PM

B. AMENDMENT TO THE BIDDING DOCUMENTS:

Section Ill Bid Data Sheet

From

To

12. Documents Comprising the Bid: Eligibility and Technical Components

12.1.b. Technical Documents

X X X é

(i) Duly signed, conformed and completed
Technical Bid Form (Annex V-A) and
Technical Specifications (Annex V-B).

(iii) Brochures, Manuals and/or
Data/Specification Sheets or  Other
Specification Sheets, showing minimum
compliance to the following:

a. General Requirements per Technical

Specifications;

X X X é

(i) Duly signed, conformed and completed
Technical Bid Form (Revised Annex V-A)

and Technical Specifications (Revised
Annex V-B).

(iii) Brochures, Manuals, High Level Design
with  proper Documentation, and/or
Data/Specification Sheets or  Other
Specification Sheets, showing minimum

compliance to the following:
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(iv)

b. Routing and Switching Equipment;

c. Authentication, Authorization and
Accounting (AAA) Equipment;

d. Operations Management CMS i Fair
Usage Policy Enforcement Sub-Service;

Next Generation Firewall Sub-Service;
DNS Forwarder/Cache Sub-Service;
. Captive Portal Sub-Service;

PN 0]

> @

Other Technical Requirement per Item no.
12.5 of the Technical Specifications; and

Other Technical Requirements per ltem
12.6 of the Technical Specifications, if

applicable

Notarized Affidavit of Site Inspection duly
signed by the Bidder (Annex VI)

X X X é

a. General Requirements Items 8.4, 8.5,
8.6, 8.7, 8.8, 8.11, and 8.16 of the
Technical Specifications;

b. Routing and Switching Equipment (entire
9.1 of the Technical Specifications);

c. Authentication, Authorization and
Accounting (AAA) Equipment (entire 9.2
of the Technical Specifications);

d. Next Generation Firewall Sub-Service

(entire  10.2.1 of the Technical
Specifications);

e. DNS  Forwarder/Cache  Sub-Service
(entire 10.2.3 of the Technical

Specifications);

f. Captive Portal Sub-Service (entire 10.2.4
of the Technical Specifications);

g. Uninterruptible Power Supply Sub-
Service (entire 10.2.8 of the Technical
Specifications); and

i. If any external cloud service shall be
part of managed service solution,
certification relating to compliance of
cloud service to Items 12.6.1 and
12.6.2)

(iv) DELETE

X X X é

Section Ill Bid Data Sheet

Annex V- AT Technical Bid Form

To include:
Item 3:

Revised Annex V- AT Technical Bid Form

The brand of the Routing and Switching
Equipment and AAA Equipment (server) must
have been in the local or international market
for at least five (5) years before the bid
opening.

Item 12:

Warranty

For Networking and AAA Equipment (Routing
and Switching Equipment and Authentication,

Authorization and  Accounting (AAA)
Equipment)
Additional three (3) years support and

warranty after the 3-year Managed Services
period.
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Annex V-B i Terms of Reference Revised Annex V-B i Terms of Reference

Annex VI - Notarized Affidavit of Site Inspection Annex VI - DELETE

Please use the attached Revised Annex V-A and Revised Annex V-B together with all other
required documents for the Bid Opening on 23 October 2018, Tuesday, 1:.00 PM. Please use the
revised checklist of requirements as reference.

This Supplemental Bid Bulletin No. 1 shall form part of the Bidding Documents. Any provisions in
the Bidding Documents inconsistent herewith is hereby amended, modified and superseded
accordingly.

For the guidance and information of all concerned.

Issued this 5™ day of October 2018 in Makati City.

Reviewed and approved by:

(Sgd.) ATTY. MA. VICTORIA C. MAGCASE
Chair, Bids and Awards Committee | (BAC I)

(Sgd.) ATTY. MARIA GUDELIA C. GUESE (Sgd.) CHRISTABELLE P. EBRIEGA

Vice Chair Member
(Sgd.) DAVID A. INOCENCIO (Sgd.) MYRA CHITELLA T. ALVAREZ
Member Member

Concurred by:

(Sgd.) ASEC. ALAN A. SILOR
BAC | Provisional Member
Department of Information and
Communications Technology (DICT)

Received by
Bi dder 6s
Date received

(PLEASE RETURN OR FAX THIS PORTION ONLY TO THE PITC BAC 1)
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PLEASE USE THIS BID FORM. DO NOT RETYPE OR ALTER

Revised AnnexV  -A (Page 1 of 8)
PHILIPPINE INTERNATIONAL TRADING CORPORATION

PROCUREMENT OF CORE INFRASTRUCTURE DEVELOPMENT AND OPERATION
(CIDOS) SERVICE FOR THE DEPARTMENT OF INFORMATION
AND COMMUNICATIONS TECHNOLOGY (DICT)

Bid Reference No. GPG-B1-2018-045
Approved Budget for the Contract £ 220,000,000.00

TECHNICAL BID FORM

PHILIPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADIEIGCERRARANANMRAD

INSTRUCTION TO THE BIDDER: Indli€ate M P(pellige item) if proposal meets the technical specificatiohgroject requiremen80O NOT LEAVE Al
BLANK. A AYES OR NOO ENTRY WILL NOT BE ACCEPDB®EBI LEPMBLURE TO CONH

Line Bi dder 6s S
o PROJECT REQUIREMENTS of Compliance

Procurement of Core Infrastructure Development and Operation (CIDOS)
1) Service for the Department of Information and Communications Technology
under DICT Terms of Reference (TOR) dated 18 June 2018.

DESCRIPTION PLEASE INDICATE THE BRAND AND MODEL NO.

AAA Server

Router

Project Completion Period:
Activity Timeframe

Within seventy-five (75) calendar days
from receipt of Notice to Proceed issued

Provision of Routers and

2) Switches and AAA Equipment by PITC
Thirty-six (36) months from receipt of
Managed Services Certification of Installation and Completion

(CIC) issued by DICT

Bl DDER®S UNDERTAKI NG
I/lWe, the undersigned bidder, having examined the Bidding Documents including Bid Bulletins, as applicable,
hereby OFFER to (supply/deliver/perform) the above described items.

I/We undertake, if our bid is accepted, to deliver the items in accordance with the terms and conditions contained
in the bid documents, including the posting of the required performance security within ten (10) calendar days
from receipt of the Notice of Award.

Until a formal contract/order confirmation is prepared and signed, this Bid is binding on us.

Name of Company (in print)

Sianature of Companyv Authorized Representative

Name & Designation (in print)

Date
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PLEASE USE THIS BID FORM. DO NOT RETYPE OR ALTER

Revised AnnexV  -A (Page 2 of 8)
PHILIPPINE INTERNATIONAL TRADING CORPORATION

PROCUREMENT OF CORE INFRASTRUCTURE DEVELOPMENT AND OPERATION
(CIDOS) SERVICE FOR THE DEPARTMENT OF INFORMATION
AND COMMUNICATIONS TECHNOLOGY (DICT)

Bid Reference No. GPG-B1-2018-045
Approved Budget for the Contract £ 220,000,000.00

TECHNICAL BID FORM

PHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCOR

INSTRUCTION TO THE BIDDER: Indli€ate M P(pelliae item) if proposal meets the technical specifications and project requiRBG&OT LEAVE Al
BLANK. A AYES OR NOO ENTRY WILL NOT BE ACCEPBEBI LERBLURE TO CONH

Line Bi dder 6s S

No. PROJECT REQUIREMENTS of Compliance
The brand of the Routing and Switching Equipment and AAA Equipment

3) (server) must have been in the local or international market for at least

five (5) years before the bid opening.

Project Delivery Site:

1. DICT Data Center, C.P. Garcia Ave., Quezon City;

2. Globe-Innove MK2 Colocation Facility, Pasong Tamo Ext., Makati City

4) Note however that the MK2 Installation Site is a temporary facility. As such, the
vendor shall be responsible for the relocation of all assets deployed at MK2 to a

DICT data center located in Luzon. All essential services, logistics, insurances

and the likes relative to the relocation shall be the sole responsibility of the

bidder, with direct coordination with DICT representatives.

Bidder has no overdue deliveries or unperformed services intended for PITC

5) and DICT

Bl DDER®8S UNDERTAKI NG

I/lWe, the undersigned bidder, having examined the Bidding Documents including Bid Bulletins, as applicable,
hereby OFFER to (supply/deliver/perform) the above described items.

I/We undertake, if our bid is accepted, to deliver the items in accordance with the terms and conditions contained
in the bid documents, including the posting of the required performance security within ten (10) calendar days
from receipt of the Notice of Award.

Until a formal contract/order confirmation is prepared and signed, this Bid is binding on us.

Name of Company (in print)

Signature of Company Authorized Representative

Name & Designation (in print)

Date
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PLEASE USE THIS BID FORM. DO NOT RETYPE OR ALTER

Revised AnnexV  -A (Page 3 of 8)

PHILIPPINE INTERNATIONAL TRADING CORPORATION
PROCUREMENT OF CORE INFRASTRUCTURE DEVELOPMENT AND OPERATION
(CIDOS) SERVICE FOR THE DEPARTMENT OF INFORMATION
AND COMMUNICATIONS TECHNOLOGY (DICT)
Bid Reference No. GPG-B1-2018-045
Approved Budget for the Contract £ 220,000,000.00

TECHNICAL BID FORM

PHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGC GRHEDIRPHRIWAHINALTRADINGCORPORATION

INSTRUCTION TO THE BIDDER: Indli€ate M P(pellige item) if proposal meets the technical specifications and project requiB&ES. LEAVE Al
BLANK. A AYES OR NOO ENTRY WILL MWODOIREBHETINGEBATMNEPR! LESAIBLURE TO CONH

Line Bidder s S
NO. PROJECT REQUIREMENTS of Compliance
6) Bidder did not participate as a consultant in the preparation of the design or

technical specification of the GOODS subject of the bid.

Line Bi dder 6s S
No. REQUIREMENTS IF AWARDED THE CONTRACT of Compliance

Delivery:

1 All deliveries must be done in the presence of Inspection Team
consisting of at least two (2) PITC representatives and authorized
representatives of the DICT.

1 The supplier must inform PITC account officer at least seven (7) calendar
days prior to the delivery of goods in delivery place/site. Failure to give
due notice shall be a ground for non-acceptance of delivery;

7) 1 The Supplier shall be responsible in unloading the items from the
container to the designated warehouse of the DICT. All costs related to
porter services, handling and other related expenses shall be borne by
the Supplier. In the absence of materials handling equipment at the site,
the Supplier shall provide the necessary equipment such as but not
limited to: forklifts, hand pallet truck, etc. at the expense of the Supplier;

All expenses related to the delivery and acceptance shall be for the account

of the supplier.

Bl DDER&6S UNDERTAKI NG
I/lWe, the undersigned bidder, having examined the Bidding Documents including Bid Bulletins, as applicable,
hereby OFFER to (supply/deliver/perform) the above described items.

I/We undertake, if our bid is accepted, to deliver the items in accordance with the terms and conditions contained
in the bid documents, including the posting of the required performance security within ten (10) calendar days
from receipt of the Notice of Award.

Until a formal contract/order confirmation is prepared and signed, this Bid is binding on us.

Name of Company (in print)

Signature of Company Authorized Representative

Name & Designation (in print)

Date
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PLEASE USE THIS BID FORM. DO NOT RETYPE OR ALTER

Revised AnnexV  -A (Page 4 of 8)
PHILIPPINE INTERNATIONAL TRADING CORPORATION

PROCUREMENT OF CORE INFRASTRUCTURE DEVELOPMENT AND OPERATION
(CIDOS) SERVICE FOR THE DEPARTMENT OF INFORMATION
AND COMMUNICATIONS TECHNOLOGY (DICT)

Bid Reference No. GPG-B1-2018-045
Approved Budget for the Contract £ 220,000,000.00

TECHNICAL BID FORM

PHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCORPORARNANRMIAEFRAEINIECORPORATION

INSTRUCTION TO THE BIDDER: Indli€ate M P(pellige item) if proposal meets the technical specifications and project requiB&ES. LEAVE Al
BLANK. A AYES OR NOO ENTRY WILL NOT BEINAREENCOEBR! LEABLURE TO CONH

Line Bi dder 6s S
No. REQUIREMENTS IF AWARDED THE CONTRACT of Compliance

PRE-SHIPMENT/PRE-DELIVERY INSPECTION GUIDELINES AND TEST
PROCEDURES

Testing Parameters/Procedures:

Pre-shipment/pre-delivery inspection and testing for the Routing and
Switching Equipment, Authentication, Authorization and Accounting (AAA)
Solution and the Captive Portal Solution shall be conducted as per DICT for
the Core Infrastructure Development Operations Services (CIDOS).

8) The SERVICE is required to submit at least thirty (30) days before the target
Factory Acceptance Test Schedule a narrative of the testing procedures
and/or methodologies to be adopted approved by the manufacturer, as well as
a comprehensive functional checklist with corresponding anticipated results
well aligned with the requirements and specifications stated in the TOR.
For the Routing and Switching Equipment, operation a full load with traffic
simulated and generated to pass through the equipment is a required test.
Being able to manage the equipment while at full load shall be simulated and
also required as a test.

Bl DDER®8S UNDERTAKI NG

I/lWe, the undersigned bidder, having examined the Bidding Documents including Bid Bulletins, as applicable,
hereby OFFER to (supply/deliver/perform) the above described items.

I/We undertake, if our bid is accepted, to deliver the items in accordance with the terms and conditions contained
in the bid documents, including the posting of the required performance security within ten (10) calendar days
from receipt of the Notice of Award.

Until a formal contract/order confirmation is prepared and signed, this Bid is binding on us.

Name of Company (in print)

7 Signature of Company Authorized Representative

Name & Designation (in print)

Date
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PLEASE USE THIS BID FOR

M. DO NOT RETYPE OR ALTER

Revised AnnexV  -A (Page 5 of 8)

PHILIPPINE INTERNATIONAL TRADING CORPORATION

PROCUREMENT OF CORE INFRASTRUCTURE DEVELOPMENT AND OPERATION
(CIDOS) SERVICE FOR THE DEPARTMENT OF INFORMATION

AND COMMUNICATIONS TECHNOLOGY (DICT)
Bid Reference No. GPG-B1-2018-045
Approved Budget for the Contract £ 220,000,000.00

TECHNICAL BID FORM

PHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCOR

INSTRUCTION TAEBIDDER: IndicateC O M P(pelliae item) if proposal meets the technical specifications and project requiB&ES. LEAVE Al
A AYES OR NOO ENTRY WI  LL NOT BE ACCEPDEDBI LEAMIBLURE TO CONH

BLANK.

Line
No.

REQUIR EMENTS IF AWARDED THE CONTRACT

Bi dder 6s
of Compliance

S

9)

For the AAA Solution (hardware and software), a simulation of operation while
at full load capacity, as stated in the General Requirement (Section 8), shall
be provided as a required test. Management during full load and the
management of buckets shall be a mandatory test.

For the Captive Portal Solution, the solution is required to be tested for 1) its
device agnostic capabilities and 2) for the success rate of automatic loading of
the captive portal. The agnostic characteristic of the captive portal shall be
tested for different access points and different user devices. The automatic
loading of captive portal success rate shall be tested for multiple trials and

success rate shall be no less than 95%.

For Items Manufactured Abroad:

a. All Items shall be subjected to pre-shipment / pre-delivery inspection and
test (PDI) by the DICT and PITC Representatives. The PDI shall be
conducted no later than forty-five (45)) days prior to the expiry of the
required delivery period. No extension of delivery period shall be allowed
in case of failure or refusal of supplier to comply with said PDI period.

I/lWe, the undersigned bidder, having examined the Bidding Documents including Bid Bulletins, as applicable,

Bl DDER®8S UNDERTAKI NG

hereby OFFER to (supply/deliver/perform) the above described items.

I/We undertake, if our bid is accepted, to deliver the items in accordance with the terms and conditions contained
in the bid documents, including the posting of the required performance security within ten (10) calendar days

from receipt of the Notice of Award.

Until a formal contract/order confirmation is prepared and signed, this Bid is binding on us.

Name of Company (in print)

Signature of Company Authorized Representative

Name & Designation (in print)

Date

Supplemental Bid BulletirLNo.

Procurement of Core Infrastructure Development and Operation (CIDOS) Service for the

Department of Information and Communications Technology (DICT)

Bid Reference N&PGB1-2018045
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PLEASE USE THIS BID FORM. DO NOT RETYPE OR ALTER

Revised AnnexV  -A (Page 6 of 8)
PHILIPPINE INTERNATIONAL TRADING CORPORATION
PROCUREMENT OF CORE INFRASTRUCTURE DEVELOPMENT AND OPERATION
(CIDOS) SERVICE FOR THE DEPARTMENT OF INFORMATION
AND COMMUNICATIONS TECHNOLOGY (DICT)
Bid Reference No. GPG-B1-2018-045
Approved Budget for the Contract P 220,000,000.00

TECHNICAL BID FORM

PHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCOR

INSTRUCTION TO THE BIDDER: Indli€ate M P(pelliae item) if proposal meets the technical specifications and project requiB&ES. LEAVE Al
BLANK. A AYES OR NOO ENTRY WILL NOT BE ACCEPDB®EBRI LEPMBLURE TO CONH

Line Bi dder 6s S
No. REQUIREMENTS IF AWARDED TH E CONTRACT of Compliance

In no case shall the Supplier be relieved from responsibility relative to the
delivery of the goods in the event that the PDI is delayed for any reason
including issues related to travel documents (i.e visas, travel authority).
Appropriate penalties for delay shall be imposed as applicable.

b. The Inspection Team that will attend the pre-shipment/pre-delivery test at
the country of origin at suppfive &)r
members of the Inspection Team composed of three (3) from DICT and
two (2) from PITC.

The Manufacturer shall ensure that the Inspection Team will be allowed to

10) jointly participate in the conduct of the testing procedures at the option of

the Inspection Team.

c. Supplier shall shoulder all the costs and expenses of travel (via/lATA
member airlines in case of international travel) and accommodation
including Daily Subsistence Allowance (pursuant to Section 8, EO 298)
and securing visas as necessary and travel insurance of all the
Inspection Team Members for minimum of three (3) days, excluding
travel time. In this regard, supplier is required to ISSUE the required
written invitations to the Inspection Team through PITC relative to the
PDI not later than seven (7) calendar days after receipt of Notice to
Proceed.

Bl DDEROS UNDERTAKI NG

I/lWe, the undersigned bidder, having examined the Bidding Documents including Bid Bulletins, as applicable,
hereby OFFER to (supply/deliver/perform) the above described items.

I/We undertake, if our bid is accepted, to deliver the items in accordance with the terms and conditions contained
in the bid documents, including the posting of the required performance security within ten (10) calendar days
from receipt of the Notice of Award.

Until a formal contract/order confirmation is prepared and signed, this Bid is binding on us.

Name of Company (in print)

Signature of Company Authorized Representative

Name & Designation (in print)

Date

Supplemental Bid BulletirLNo.
Procurement of Core Infrastructure Development and Operation (CIDOS) Service for the
Department of Information and Communications Technology (DICT)
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PLEASE USE THIS BID FORM. DO NOT RETYPE OR ALTER

Revised AnnexV  -A (Page 7 of 8)

PHILIPPINE INTERNATIONAL TRADING CORPORATION
PROCUREMENT OF CORE INFRASTRUCTURE DEVELOPMENT AND OPERATION
(CIDOS) SERVICE FOR THE DEPARTMENT OF INFORMATION
AND COMMUNICATIONS TECHNOLOGY (DICT)

Bid Reference No. GPG-B1-2018-045
Approved Budget for the Contract P 220,000,000.00

TECHNICAL BID FORM

PHILIPPINEINTERNATIONARDMNRZCORPORATIONPHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCORPORA

INSTRUCTION TO THE BIDDER: Indli€ate M P(pelliae item) if proposal meets the technical specifications and project requiRB@h&ES. LEAVE Al
BLANKA AYES OR NOO ENTRY WILL NOT BE ACCEPTED. OFAI LBRBE. TO CONFORM

Line Bi dder 6s S
No. REQUIREMENTS IF AWARDED THE CONTRACT of Compliance

d. Supplier shall conduct product/inspection and pre-departure briefing to
orient the members of the Inspection Team at least one (1) week prior to
departure date. Supplier shall also ensure that a full time/on-board
interpreter is available for non-English speaking country of
manufacturer/plant site. Travel documents including insurance must be
submitted to the inspection team during the pre-departure briefing.

e. Failure to provide such invitation per (c) above will result delays in
release of required travel orders for the inspection team which shall be
the sole responsibility of the supplier and will subject the supplier to
applicable sanctions including liquidated damages due to late delivery.

11)

f. Results of the Pre-Shipment Testing Procedures duly signed by
Inspection Team in attendance to be submitted for payment purposes.

g. However, final acceptance especially items relating to system integration
will be conducted in the Philippines by the DICT and PITC
representatives.

Bl DDER®8S UNDERTAKI NG

I/lWe, the undersigned bidder, having examined the Bidding Documents including Bid Bulletins, as applicable,
hereby OFFER to (supply/deliver/perform) the above described items.

I/We undertake, if our bid is accepted, to deliver the items in accordance with the terms and conditions contained
in the bid documents, including the posting of the required performance security within ten (10) calendar days
from receipt of the Notice of Award.

Until a formal contract/order confirmation is prepared and signed, this Bid is binding on us.

Name of Company (in print)

Signature of Company Authorized Representative

Name & Designation (in print)

Date

Supplemental Bid BulletirLNo.
Procurement of Core Infrastructure Development and Operation (CIDOS) Service for the
Department of Information and Communications Technology (DICT)

Bid Reference N&PGB1-2018045
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PLEASE USE THIS BID FORM. DO NOT RETYPE OR ALTER

Revis ed AnnexV -A (Page 8 of 8)

PHILIPPINE INTERNATIONAL TRADING CORPORATION
PROCUREMENT OF CORE INFRASTRUCTURE DEVELOPMENT AND OPERATION
(CIDOS) SERVICE FOR THE DEPARTMENT OF INFORMATION
AND COMMUNICATIONS TECHNOLOGY (DICT)

Bid Reference No. GPG-B1-2018-045
Approved Budget for the Contract £ 220,000,000.00

TECHNICAL BID FORM

PHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCORPORATIONPHILIPPINEINTERNATIONALTRADINGCOR

INSTRUCTION TO THE BIDDER: Indli€ate M P(peNirte item) if proposal meets the technical specifications and project requirB@eN&T LEAVE Al
BLANK. A AYES OR NOO ENTRY WILL NOT BE ACCEPBEBI LERABLURE TO CONH

Line Bidder 6s St
No. REQUIREMENTS IF AWARDED THE CONTRACT of Compliance

For Items Manufactured Locally:

a. In-Process inspection of the items
facilities by joint PITC/DICT Inspection Team.

12)
All expenses relative to the delivery, testing, inspection and acceptance shall

be for the account of the supplier including round trip airfare (as applicable), ,
inland transportation, board and lodging and per diem.

Warranty
Networking and AAA Equipment (Routing and Switching Equipment and
13) Authentication, Authorization and Accounting (AAA) Equipment)

Additional three (3) years support and warranty after the 3-year Managed
Services period.

Bl DDER®8S UNDERTAKI NG

I/We, the undersigned bidder, having examined the Bidding Documents including Bid Bulletins, as applicable,
hereby OFFER to (supply/deliver/perform) the above described items.

I/We undertake, if our bid is accepted, to deliver the items in accordance with the terms and conditions contained
in the bid documents, including the posting of the required performance security within ten (10) calendar days
from receipt of the Notice of Award.

Until a formal contract/order confirmation is prepared and signed, this Bid is binding on us.

Name of Company (in print)

Signature of Company Authorized Representative

Name & Designation (in print)

Date

Supplemental Bid BulletirLNo.
Procurement of Core Infrastructure Development and Operation (CIDOS) Service for the
Department of Information and Communications Technology (DICT)

Bid Reference N&PGB1-2018045
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Revised Annex V

(Page Df 39

REPUBLIC OF THE PHILIPPINES

DEPARTMENT OF INFORMATION AND
COMMUNICATIONS TECHNOLOGY

Technical Specifications
Core Infrastructure
Development and Operation
(CIDOS) Service

Version 1 {June 18, 2018)

GENERAL DESCRIPTION

The Free WIi-Fi Internet Access in Public Places project, the "PROJECT", of the
Department of Information and Communications Technology (DICT) aims to provide
as a free public service Wi-Fi Internet access at select public places across the
country, This bid serves to satisfy the PROJECT's CORE requirements, which is
composed of two (2) lots — the Networking and AAA Equipment and the CORE
‘Managed Service for thirty-six (36) months which is further divided into two (2)
components — the Operations Management and the Auxillary Core Services.

1. APPROVED BUDGET FOR THE CONTRACT (ABC).

The Approved Budget for the Contract (ABC) for service under this tender is TWO
HUNDRED TWENTY MILLION PESOS (220,000,000.00).

No. Requirements Apmc:m:&:g g)’ ethe

1 Networking and AAA Requirement

1.1 | Routers and Switches 80,000,000.00

1.2 | AAA 60,000,000.00
TOTAL 140,000,000.00

2 Managed Services

2.1 | Operations Management 8,000,000.00

2.2 | Auxiliary Core Services 72,000,000.00
TOTAL 80,000,000.00

e ————
+53(02) 920.0101 wwwidict. gov.sh { %

Conforme:

.ARRSNRa /2YL} ye

Name & Signature of Authorized Representative

Designation

OS) Service for the
(DICT)

Procure Date

Bid Reference N&PGB1-2018045
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Revised AnnexV -B
(Page 2f 35

Use of any or all data generated by this Project, shall be subject to the prior written
approval of the Head of DICT, and other pertinent government rules and
regulations.

Information shared, transmitted and provided to between the provider and DICT
shall not be disclosed to any third party.

2. DEFINITION OF TERMS

2.1, Single Largest Completed Contract (SLCC) - A prospective Bidder should
have completed within the last five (5) years from the date of submission
and recelpt of bids:

21.1.  Atleast one (1) single contract of similar nature amounting to at
least twenty five percent (25%) of the ABC, or;

212.  Aggregate of multiple contracts of similar nature and the
aggragate contract amounts must at least be equivalent to twenty-
five percent (25%) of the ABC, the largest of which must be
atleast equivalent to twelve point five percent (12.5%) of the ABC
of the lot being bid for.

2.2. Similar Nature - shall be contracts pertaining to the supply, implementation
and management of Core Network Equipment or Core-Related Services;

2.3. Single Calculated Bid (SCB) / Lowest Calculated Bid (LCB) — shall be based
on lowest financial offer which satisfies all of the requirements;

2.4. Abandonment of Service — defined as an act wherein the service provider
has stopped coordinating and mobilizing for the provision and/or the
continued provision of the service; and,

2.5. Installation and Completion Testing — series of tests per CMS instance
which is done after integration of the service to DICT's network. The
subscription shall commence the final day after the conduct of the
Installation and Completion Testing.
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TECHNICAL DESCRIPTION

3.1. This tender is for the supply of the “Core Infrastructure Development and
Operation Services”, (the SERVICE) for three (3) years.

3.2, To aid BIDDERS, the following annexes are provided:

3.2.1, ANNEX A: System Service Stack Overview

3.2.2. ANNEX B: System Abstract and Nominal High Level Design
3.2.3. ANNEX C: General Schedule Diagram

3,24, ANNEX D: Alarm/Fault Severity Matrix

3.25. ANNEX E: Pre-Shipment/Pre-Dellvery Inspection Guidelines and
Test Procedure

3.3.  This tender is composed of two (2) unseparable lots;
3.4, The Mode of Procurement for this Project is Public Bidding.

3.5. The Nature of the Procurement is Goods.

PROPOSAL SUBMISSION AND EVALUATION, A BIDDER should submit one
proposal thal 1) satisfies the specifications and requirements given herein; 2)
provides a total asset and services cost of ownership for the supply, delivery
and installation of the Networking and AAA Equipment and 3) provides a
Monthly Service Fee (MSF) value per component of the Core Managed
Services.

PROPOSALS shall be submitted using the form provided and shall include the
MSF.

DURATION AND EFFECTIVITY OF CONTRACT(S)

5.1. The Networking and AAA Equipment shall be fully paid upon
acceptance; and,

52. The two (2) components of the Managed Services instances shall be
individually contracted, under its Master Agreement, for THIRTY SIX
{36) months of service;

DELIVERY. All lots shall be made available as folilows in the following locations
within SEVENTY FIVE (75) CALENDAR DAYS from the receipt of NTP,

6.1. DICT Data Center, C.P. Garcia Ave,, Quezon City; and,
6.2. Globe-Innove MK2 Colocation Facility, Pasong Tamo

Ext., Makati City.
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Note however that the MK2 Installation Site is a temporary facility. As such, the
vendor shall be responsible for the relocation of all assets deployed at MK2 to
a DICT data center located in Luzon. All essential services, logistics, insurances
and the likes in relative to the relocation shall be the sole responsibility of the
bidder, with direct coordination with DICT representatives.

ACCEPTANCE

7.1. Upon the completion of delivery of a component, testing and acceptance
shall be conducted. Acceptance form, as-built, installation verification
tests, configurations and/or source code must be properly documented,
signed and submitted prior to release of Final Acceptance and
Completion Certificate,

7.2, After 1,095 days of service, another batch of testing (health check) shall
be conducted. As-built, source code (if applicable) and configurations of
the equipment must be properly documented, signed and submitted.

GENERAL REQUIREMENT. The design and configuration of the SERVICE
shall be able to meet the following project parameters and requirements,

8.1, The SERVICE shall provide for at least 20 million registered users and
60 million registered device |1Ds, of which 130,000 users/devices can be
concurrent at any given time, generating up to 25,000 Mbps of
aggregated international and domestic Internet traffic, across up to
10,000 sites. A growth of thirty percent (30%) in the number of users and
the traffic generated shall be accounted for the next two (2) years.

8.2. The SERVICE shall support the DICT central office, its seventeen (17)
Field Operations Offices (FOO) and its eighty-one (81) FOO Provincial
Offices (FOO-PQ), and up to 5,000 other partner public institutions and
service providers of the PROJECT;

8.3, The SERVICE shall be provided an Autonomous System Number (ASN)
and public Intemmet IP addresses (IPvB),

8.4. The SERVICE shall provide management and control access through a
Virtual Private Network (VPN) service accessible through the public
Internet;

8.5. VPN access shall use Transport Layer Security (TLS) authentication with
machine and user digital certificates issued by the National Public Key
Infrastructure (PKI) operated by the DICT to ensure security and
accountability;

8.6. The SERVICE shall monitor and and MUST provide a proactive solution
for users against
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8.6.1. Malwares;

8.6.2. Phishing Sites and,

8.6.3. Other malicious threats, working closely with all connectivity
providers,

8.7. The SERVICE must be able to provide timely software or firmware
updates to mitigate new and emerging threats.

8.8, The SERVICE shall implement a Fair Usage Policy (FUP) that shall
regulate user/device service parameters, inciuding speed (bandwidth),
data volume, and connection time, that will vary based on the
Registration Level of a user/device, and possibly the time-of-day.

8.9. These data limits will apply to traffic carried by the IP Transport -
Domestic (IPTD) Service or the IP Transport — International (IPTI)
Service of the PROJECT, as determined by the PROJECT during its
actual operations, Data sourced through the GovNet or PREGINET, or
from any caches, or from PH Openl!X shall not impact a user's data limit.

8.10. The available bandwidth at a site shall be prioritized corresponding to its
Registration Level of each user/device.

8.11. The SERVICE shall implement the AAA and Captive Portal to be
reachable by network devices via the cloud. Cloud services shall be
provided by the DICT.

8,12. The SERVICE shall allow the DICT to monitor all connected devices. All
connected network equipment, servers (including virtual) and devices
must be documented and thoroughly explained to DICT, allowing DICT
read access to its configuration and status.

8.13. All supplied equipment, devices and/or systems must be capable of
integration with a third (3rd) party non-proprietary, open system including
but not limited to a management and monitoring platform. Brand lock-in
is not acceptable.

8.14. All physical interconnections (cross-connections) must be properly
tagged and labelled.

8.15. All sub-services must be impiemented in two nodes in order to provide
redundancy and additional resiliency. There should be an automatic
failover for all sub-services between nodes, including all IP transport
terminated to either node.

8.15.1. A dark fiber in-between the two locations shall be provided by
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optimizing their service and resiliency. Monitoring of the fiber
shall be the responsibility of the SERVICE.

8,16. Load Balancing at the Individual Node and System Levels

8.17. The High Level Design of this CMS shall be provided to and approved
by the DICT prior to the implementation.

Compliance to these GENERAL REQUIREMENT shall be part of the
ACCEPTANCE procedures.

NETWORKING and AAA EQUIPMENT. This LOT shall supply, deliver, install,

(including power tapping and grounding) of the routers, switches and AAA

equipment, including all software and hardware related to the equipment. The

equipment shall presently be able to meet the following design considerations.
)

ROUTING & SWITCHING EQUIPMENT. This equipment shall provide
general IP traffic handling and management services, and shall presently

have the following characteristics, capacities and/or capabilities:

9.1,

8.1.1.
9.1.2,

9.14.

9.1.5.

9.1.6.

9.1.7.

Must have a data forwarding capacity of no less than 5.5 Tbps;

Must be modular with least 4x 10GbE and 4x 40GbE interfaces
and support on 100GbE, supporting link aggregation for the two
(2) or more IPTI and IPTD Service and at least 1 x 48 1/10GbE
Interfaces with support for 100GbE for IP Transport services
such as IPTM and last mile;

. Must be able to support L3 Switching functions such as: Border

Gateway Protocol, Layer 3 IPv4/IPv6 ACLs, Multicast: PIM-SM,
IGMPv2 OSPF v2/v3, Static routes, VRRP, VRF-aware, static
routes, Policy Based Routing, IPv4/IPv6 dual stack, IPv6 routing
and Large-scale Equal-Cost Multipath with up to 32 paths for
unlcast and multicast;

Must have MPLS support and features including Fast Reroute
(FRR), Label Distribution Policies (LDP), Traffic Engineering
(TE) and Layer 3 VPN. Switching time must be less than 50
milliseconds;

Supports Layer 2/3 fallover with stateful OSPF and BGP graceful
restart,

Supports Large-scale Equal-Cost Multipath; up to 32 paths for
unicast and multicast.

Supports the ITU-T Y.1564/RFC 5357 Two-Way Active
Measurement Protocol (TWAMP) on all 10GbE ports, and
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provides an ITU-T Y.1564/RFC 5357 link testing and monitoring
service or any equivalent link layer monitoring feature such as
IEEE 802.1ag or ITU-T Y.1731.

8. Supports redundant management module, fans and power

supply and switch fabric redundancy, all must be in a single box.
In-Service software upgrades with Graceful Restart.

Must be capable of a minimum 100 Gbps aggregated throughput
that has ability to scale up according to changing traffic growth,

Must be able to prioritize specific applications, including but not
limited to voice, thru Hierarchical QOS (H-QOS) that supports
four-levels of hierarchy — port, logical port, customer and service,

Must have support for inter chassis link to establish layer 2 based
high-availability by allowing multiple chassis to appear as a
single logical chassis connecting to another chassis using a
standard link aggregation with capability to do layer 2
multipathing.

Must be able to integrate with authentication servers such as
AAA, RADIUS, TACACS/TACACS+.

Must be able to support SNMP vZ2c or higher, sFlow (RFC3176)
and OpenFiow 1.3.

Must support multiple DHCP Relays

Must be highly resilient with a physical and logical separation of
data and control plane, with a minimum of four (4) dedicated
processing units (cores)

Must be highly available with both hardware and software
redundancy (back-up) with automatic failover if necessary

Carrier grade with high reliability and minimum MTBF of 100,000
hours; and,

Brand must be 1SO 8001 and ISO14001 certified

A minimum of three (3) years support and warranty, starting from
the date of the completion of the 2™ batch of tests (health check)

9.2. AUTHENTICATION, AUTHORIZATION AND ACCOUNTING (AAA)

EQUIPMENT. This equipment shall provide master AAA services for all
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users, providers, and component equipment/services of the PROJECT,
and shall presently have the following characteristics, capacities and/or
capabilities:

Uses open protocol standards, particularly RADIUS and
opticnally DIAMETER, throughout, and shall interoperate with
the AAA services of the Single Sign-On (SSO) service of the
iGovPhil Project, and shall be likewise capable of interoperation
with other open standard AAA services such as those of Google,
Microsoft, Facebook, etc.;

9.2.1.1. Have partnership and documented interoperability

with a minimum of five (5) top networking
equipment brands Including support for vendor
features and functionalities such as controllers and
location services, captive portal redirection and
session limit control

Carrier grade with high reliability and minimum MTBF of 100,000
hours;

Detects andfor blocks access to lest, damaged, rouge or
tampered Access Points from associating with the PROJECT's
network;

Capable of limiting download / upload speed of every user
connected to the Free Wi-Fi service,

Capable of creating and managing buckets for every
user connected to the Free Wi-Fl service,

9.251. Users are limited to a duration to access the Free
Wi-Fi service. (TIME BASED)

9.25.2. Users are limited to a number of data usage (in MB
or GB) to access the Free Wi-Fi service. (VOLUME
BASED)

9.25.3. Users will have a limited transfer of data to a

specified amount over a certain period of time or
volume. (THROTTLING)

9.254. Upon reaching a certain number of time or data

usage, users will be deprioritized to allow other
users to experience faster throughput
(DEPRIORITIZATION)
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Capable of integration with other systems such as CRMs, visual

analytics platforms and external authentication databases.

A minimum of three (3) years support and warranty, starting from

the date of the completion of the 2™ batch of tests (health check)

10. MANAGED SERVICES. This LOT shall provide required services to fulfill the
remaining requirements and shall have various components, each with their
own sub-services,

10.1. OPERATIONS MANAGEMENT. This component of the Core Managed
Services shall provide various sub-services to CIDOS:

Y

10.1.1, PROJECT MANAGEMENT SUB-SERVICE This sub-service
shall have the following requirements and characteristics:

10.1.1.1. Provision of a Project Management Organizational
Chart with contact information;

10.1.1.2 Provide/present project timelines with updates
during meetings;

10.1.1.3. Coordination with DICT Free Wi-Fi Project
Management Team;

10.1.1.4. Provide basic and intermediate technical training
for pre-defined number of seats to be held in a
reasonable time frame;

10.1.1.5, Conduct of testing and acceptance;

10.1.1.6. With duly certified technical resource personnel by
the manufacturer of the proposed brand or
princlpal; and,

10.1.1.7, Provision of necessary documentations such as
acceptance form and as-built for the CMS.

10.1.2. A OF EXPERIENCE E) OPTIMIZATION SUB-
SERVICE. This sub-service shall seek to optimize the Quality of
Experience (QoE), to be defined by the DICT, within the
constraints of the available resources. On a monthly basis, a
comprehensive report shall be submitted which includes targets
for the following month and the steps that will be taken to achieve
those;

10.1.2.1. Network Availability
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10.1.2.1.1.  Network Availabilty = Minimum
Availability out of all equipment

Network Association and Captive Portal Entry
Success Rate

Mean-Time-To-Restore (MTTR)
Dropped Packet Rate

Authorization, Authentication and Accounting
(AAA) Capacity vs Utilization

Users Profile
10.1.2.6.1. Device Type
10.1.2.6.2. Browser Used
10.1.2.6.3. Session Duration
10.1.2.64. Traffic Generated
10.1.26.5. New and Returnee Status
10.1.26.6. Websites and Apps

Summary documentation of outages and/or
downtime for the month covered inclusive of, but
not limited to root-cause analysis, resolution and
outage to restoration timeline

10.1.3. R _SUPPORT
SUB-SERVICE. This sub-service shall provnde a multi- level

web-based user/provider trouble ticketing service that shall also
be appropriately accessible through SMS, voice and e-mail;

10.1.3.1,

10.1.3.2.
10.1.3.3.

Complete report with Root-Cause-Analysis shall
be submitted for each downtime, in no more than
twenty-four (24) hours upon resolution;

Includes the Networking and AAA equipment;

Replacement of any defective equipment during
the duration of the contract;

10.1.3.3.1.  Replacement must be the same
brand and model;
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10.1.3.3.2.  Warranty shall cover the Networking
and AAA equipment.

10.1.3.4. If defective equipment model is no longer
supported by the manufacturer, replacement must
be the updated model of the equipment and must
comply with the technical specifications stated. A
formal document from the manufacturer must be
submitted.

10.1.3.5. Helpdesk services shall be provided with a 24
hours by 7 days phone call support (landline and
mobile) including 24x7 SMS

10.1.3.5.1. For CRITICAL issues resulting to
total service outage, mean helpdesk
response time of within twenty (20)
minutes from receipt of phene call
report.

10.1.3.52. For MAJOR issues resulting to partial
service outage with significant impact
to the purpose of the PROJECT,
mean helpdesk response time of
within thirty (30) minutes from receipt
of phone call report,

10.1.353. For MINOR Issues resulting to
degraded service but has minimal to
no impact to the purpose of the
PROJECT, mean helpdesk response
time of within thirty (30) minutes from
receipt of phone report.

10.1.3.6, Report for the compliance of the above mentioned
SLA shall be pravided monthly and all minutes in
excess of the mean shall be subjected to rebates
in Section 17.

10.1.3.7. Upon determination that service outage was not
caused by IPT service Interruption or by electric
service disruption, on-site support shall be
provided.

10.1.3.8. On-site support for Service Level 1 (Core) shall be
provided 24x7x365 with a provision of an on-site
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technical personnel which shall be given his own
office inside the DICT C.P. Garcia premises.

10.1.3.9. Average mean on-site and restoration support
time, l.e. interval between initial phone call report
to arrival on-site, shall be as follows:

10.1.3.8.1. For CRITICAL/IMAJOR Iissues
resulting to total or partial service
outage with significant impact to the
purpose of the PROJECT, mean on-
site support time of within four (4)
hours from receipt of phone/SMS
report, Acknowledgement Is a MUST,

10.1.39.2. For MINOR issues resulting to
degraded service but has minimal to
no Impact to the purpose of the
PROJECT, mean on-site support
time of within eight (8) hours from
receipt of phone/SMS report.
Acknowledgement is a MUST.

10.1.3.10. If the SERVICE is unable to enter facility due to a

site dependency, SERVICE shali advise DICT and
the MTTR counter shall not start until they are able.

10.1.3.11. Report for the compliance of the above mentioned

10.1.4,

10.1.5.

10.1.6,

SLA shall be provided monthly and all minutes in
excess of the mean shall be basis for rebates as to
be mentioned below,

NETWORKING and AAA EQUIPMENT MANAGEMENT SUB-
SERVICE. This sub-service shall provide management of the
provided Networking and AAA equipment including necessary
configuration changes;

INTEGRATION TO DICT NMS SUB-SERVICE This sub-service

shall integrate all appropriate installed network elements,
servers, application and equipment to DICT's Network
Monitoring System;

PROWIN and IPT INTEGRATION SUB-SERVICE This sub-
service shall manage integration of Points-of-Presences,

MPOPs and sites from PROWIN, including IP transport. This a\
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Includes management of the IP addresses to be utilized by the

10.1.7. CONFIGURATION MANAGEMENT SUB-SERVICE. This sub-

service shall require the BIDDER to provide documentation for
any changes in the configuration of the equipment deployed for
the SERVICE. This sub-service shall have the following features:

10.1.7.1.

10.1.7.2.

10.1.7.3.

10.1.7.4.

10.1.7.5.

10.1.7.8.

Includes VLAN and IP Address Management —
SERVICE shall be able to provide the avallable
VLAN and IP Addresses to DICT upon request;
and,

Any changes In configuration as deemed
necessary lo support any Free WI-Fi related
services shall be documented via a Methods of
Procedure and Change Request Form. These shall
be approved by DICT prior to implementation,

Logging of the sessions of access to the network
Including but not limited to the name of personnel,
time, date, equipment accessed, etc.;

Allow and/or restrict specific accounts for specific
devices;

Activities that shall have to be authorized and
logged includes, but not limited to, extraction of
data created by the operation of the PROJECT;
and,

Approval by the DICT shall be sought prior to any
creation, authorization and/or modification of all or
any user account.

10.2. AUXILIARY CORE SERVICE. These shall provide various core services
(sub-services) able to meet the following design considerations:

This CMS shall provide the following sub-services:

10.2.1. NEXT GENERATION FIREWALL SUB-SERVICE. This sub-
service shall provide firewall security services for all component

equipment/services of the PROJECT and presently:

10.2.11,

Must have redundancy management modules and
power supplies. The management module and
power supplies must be hot swappable,

DICT Buiiding, C.7 Garclas Avenue, Diliman, Quezon City 1101, Philippines
+63{02) 9200101 wawwdict, gov,ph o

Conforme:

.ARRSND& /2YL} ye

Name & Signature of Authorized Representative

Designation

<0}

J

Date

Procurement of Core Infrastructure Development and Operation (CIDOS) Service for the
Department of Information and Communications Technology (DICT)

Bid Reference N&PGB1-2018045

Page24 of 55



10.2.1.2.

10.2.1.3.

10.2.14.

10.2.1.5.

10.2.1.6.

10.21.7.

10.2.1.8.

10.2.1.8.
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With An Intrusion Prevention System must have at
least 1,000 signatures with constant updating
through an access to Global Threat Database.

Must support Active-Active or Active-Standby High
Availability.

Must have clustering technology that will help
distribute the load between the security gateway
modules with chassis to chassis state
synchronization.

Must support link IEEE 802.3ad or mostly known
as Link Aggregation.

Must be able to support integration with Active
Directory, TACACS, RADIUS, digital certificates
and tokens (ie - SecurelD) on the gateway.

Must be able to establish client-to-site and site-to-
site VPNs with dynamic public Ips and optimized
through P compression with configurable

cryptographic.
Must support technologies such as OSPFv2/v3,

BGP, RIP, Static routes, Multicast routes, IGMP
v2/3, and PIM-SM/SSM/DM.

Must be an appliance based and deployed on-
premise DDoS protection.

Must have support to send signais on the cloud to
update threat intelligence database (active
botnets, advanced web crawler, GeolP Tracking
and Domain and IP reputation).

Must support monitor and inline deployment mode
with capability of mirroring of link status between
interfaces and inactive test mode.

Detect and prevent the following :
10.2.1.12.1.  Invalid Packets.
10.2.1.122. Spoofed TCP SYN Flood.

10.2.1.12.3. Excessive amounts of traffic
according to configurable thresholds.
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10.2.1.13.

10.2.1.14,

10.2.1.15.

10.2.2.

10.2.3.

Revised AnnexV -B
(Page 156f 35

Must have support to update attack signatures
periodically at a configurable level
manually/automatically.

Must have pre-defined settings on these services:
Web, DNS, VolP, Mail, Rlogin, File, or a Generic
Server; and,

Carrier grade with high reliability and minimum
MTBF of 100,000 hours.

PH GOVERNMENT PKI VERIFICATION SUB-SERVICE. This

sub-service

shall provide verification services for digital

certificates issued by the PH Government Root Certificate
Authority (CA) under the Philippine National PKI (PNPKI), and

shall have the following characteristics, capacities and/or
capabilities:
10.2.2.1. Integrates with the existing verification services
operated under the Philippine National PKI
(PNPKI),
10.2.2.2. Carrier grade with high reliability and minimum
MTBF of 100,000 hours; and
10.2.2.3. Uses Certificate Revocation Lists (CRLs) and
provides the verifications services through the
Online Certificate Status Protocol (OCSP).
DNS FORWARDER/CACHE (DNS-F/C) SUB-SERVICE. This
sub-service shall provide DNS forwarding and caching services
for all URL references by the system and its users, and shall
have the following characteristics, capacities and/or capabilities:
10.2.3.1. Prefers the use of root DNS servers peered at PH
OpeniX;
10.2.3.2. Carrier grade with high reliability and minimum
MTBF of 100,000 hours; and
10.2.3.3. Implements a Whitelist/Blacklist system including
blocking of entire categories with automatic
updating of new and latest domains for a certain
category (such as pornography)
10.2.34. Built-in System monitoring and log management
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